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About: Biometric System Lababoratory (BioLab)

The Biometric System Laboratory is active at the University of Bologna since 1993.

The main research efforts are devoted to fingerprint and face recognition and to performance evaluation 
of biometric systems. Collaborations with industrial partners ensure that the research activities are linked 
to real applications.

People:
Professors: Davide Maltoni, Matteo Ferrara, Annalisa Franco, Raffaele Cappelli, Alessandra Lumini

Researchers: Guido Borghi, Lorenzo Pellegrini

PhD Students: Matteo Scucchia, Lorenzo Vorrabbi

Fellows: Nicolò Di Domenico
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BioLab + MI @ BioLab: main topics

Biometrics Face Morphing

BioLab (biometric systems only): 
https://biolab.csr.unibo.it/

Machine Intelligence @ BioLab:
https://miatbiolab.csr.unibo.it/

Continual Learning

https://biolab.csr.unibo.it/
https://miatbiolab.csr.unibo.it/
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Goal

The goal is to provide a trusted platform that can be used to evaluate the performance of algorithms in
various biometric fields.

BOEP is based on the FVC-ongoing platform:

• It started as FVC, the international Fingerprint Verification Competitions organized in 2000, 2002, 2004,
and 2006

• From 2009 is an onGoing competition platform used by both academy institutions and industry

• Now also covers face recognition tasks, including Morphing Attack Detection
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How it works

• Academic groups, industry actors, and independent developers can register on the web site

• Participants can upload their algorithms in various formats

• Tests are carried out on sequestered datasets in a controlled environment

• No internet connection

• Input order randomization

• Standardized software setup

• Common performance indicators and metrics are reported

• The participants can decide to publish the results on a public leaderboard 

For a complete list of available benchmarks (FVC-ongoing):

https://biolab.csr.unibo.it/fvcongoing/UI/Form/Benchmarks.aspx

Bologna Online Evaluation Platform benchmarks:

https://biolab.csr.unibo.it/fvcongoing/UI/Form/BOEP.aspx

https://biolab.csr.unibo.it/fvcongoing/UI/Form/Benchmarks.aspx
https://biolab.csr.unibo.it/fvcongoing/UI/Form/BOEP.aspx
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Main steps

A given participant, after registering to the Web Site (1), submits some algorithms (2) to one or more of the
available benchmarks; the algorithms are stored in a specific repository (3). Each algorithm is evaluated by
the Test Engine that (4), executes it on the selected benchmark (5) and processes its outputs to generate
(6) all the results (e.g. EER, score graphs), which are published (7) on the Web Site.
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FVC-onGoing: stats (January 2024)

Registered Participants by Organization Type

Academic Research Group 333

Company 301

Independent Developer 1254

Algorithms Evaluated by Benchmark Area

Differential Morph Attack Detection 282

Single-image Morph Attack Detection 174

Fingerprint Matching (ISO) 2837

Secure Template Fingerprint Verification 60

Fingerprint Verification 2384

Fingerprint Orientation Extraction 616

Palmprint Verification 635

Face Image ISO Compliance Verification 1242

Fingerprint Indexing 231

Published Results by Benchmark Area

Differential Morph Attack Detection 30

Single-image Morph Attack Detection 19

Fingerprint Matching (ISO) 103

Secure Template Fingerprint Verification 8

Fingerprint Verification 86

Fingerprint Orientation Extraction 14

Palmprint Verification 45

Face Image ISO Compliance Verification 10

Fingerprint Indexing 12
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Benchmark Areas – FVC-onGoing 1/2

Benchmark area Benchmarks

Fingerprint Verification
FV-STD-1.0
FV-TEST
FV-HARD-1.0

Palmprint Verification

PV-TEST-FULL
PV-TEST-PARTIAL
PV-FULL-1.0
PV-PARTIAL-1.0

Fingerprint Matching (ISO)
FMISO-STD-1.0
FMISO-TEST
FMISO-HARD-1.0

Fingerprint Indexing
FIDX-TEST
FIDX-10K-1.0
FIDX-50K-1.0
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Benchmark Areas – FVC-onGoing 2/2

Benchmark area Benchmarks

Fingerprint Orientation Extraction
FOE-TEST
FOE-STD-1.0

Secure Template Fingerprint
Verification

STFV-TEST
STFV-STD-1.0
STFV-HARD-1.0

Face Image ISO Compliance 
Verification

FICV-TEST
FICV-1.0
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Benchmark Areas: BOEP

• Two benchmark areas: single-image and differential
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S-MAD Benchmarks

Benchmarks Format Bona Fide Attempts Morphing Attempts

SMAD-SOTAMD_D-1.0 Digital 300 2045

SMAD-SOTAMD_P&S-1.0 Printed & Scanned 1096 3703

SMAD-SOTAMD_PM_D-1.0 Digital 300 470

SMAD-SOTAMD_UC_P&S-1.0 Printed & Scanned 200 380

SMAD-IMARS-HQ_FULL-1.0 Digital 300 25200

SMAD-IMARS-HQ_SMALL-1.0 Digital 300 5040

SMAD-IMARS-HQ_HARD-1.0 Digital 300 6522

SMAD-IMARS-MQ_FULL-1.0 Digital 205 7652

SMAD-IMARS-MQ_SMALL-1.0 Digital 205 1530

SMAD-IMARS-MQ_HARD-1.0 Digital 205 1142

https://biolab.csr.unibo.it/fvcongoing/UI/Form/BenchmarkAreas/BenchmarkAreaSMAD.aspx 

https://biolab.csr.unibo.it/fvcongoing/UI/Form/BenchmarkAreas/BenchmarkAreaSMAD.aspx
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D-MAD Benchmarks

Benchmarks Format Bona Fide Attempts Morphing Attempts

DMAD-SOTAMD_D-1.0 Digital 3000 30550

DMAD-SOTAMD_P&S-1.0 Printed & Scanned 10960 55530

DMAD-SOTAMD_PM_D-1.0 Digital 3000 7050

DMAD-SOTAMD_UC_P&S-1.0 Printed & Scanned 2000 5700

DMAD-IMARS-HQ_FULL-1.0 Digital 3000 504000

DMAD-IMARS-HQ_SMALL-1.0 Digital 3000 50400

DMAD-IMARS-HQ_HARD-1.0 Digital 3000 130440

DMAD-IMARS-MQ_FULL-1.0 Digital 2187 158986

DMAD-IMARS-MQ_SMALL-1.0 Digital 2187 15899

DMAD-IMARS-MQ_HARD-1.0 Digital 2187 34698

https://biolab.csr.unibo.it/fvcongoing/UI/Form/BenchmarkAreas/BenchmarkAreaDMAD.aspx 

https://biolab.csr.unibo.it/fvcongoing/UI/Form/BenchmarkAreas/BenchmarkAreaDMAD.aspx


13

BOEP Areas: additional info

• Each benchmarks has different complexity elements:

• Some benchmark images are obtained after a Print & Scan procedure, while others present 
purely Digital photos

• Some benchmarks consist of manually retouched images

• For IMARS, 4 HARD benchmarks (2 for SMAD and 2 for DMAD) containing images able to fool 
three commercial face recognition systems is available

• Different ranges of morphing factors

• A "test" benchmark is always available to check if the submission works correctly
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Results: example

Main performance indicators

Detailed Graphs

Score distribution APCER & BPCER
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Current published results: Single-image Morph Attack Detection
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Current published results: Differential Morph Attack Detection
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Performance indicators: dataset splits
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Additional notes

• There are restrictions on the number of submissions a user can upload in a certain time span

• The submissions can take some time to be executed

• This is especially true when using legacy formats

• Participants of published results may obtain good results in various ways

• Training on private datasets

• Use of proprietary algorithms (especially from industry participants)
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BOEP – Algorithm Submission

To reduce participants efforts to prepare the submission package, it is possible to submit algorithms in one
of the following three different forms:

• an executable in the form of a Win32 console application;

• a Python script;

• a Linux dynamically-linked library compliant to NIST FRVT MORPH specifications.

A detailed description of the submission requirements is reported on the web site.
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Navigating the website and submitting an algorithm

Hands-on…
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BOEP vs NIST

Execution environment:

• BOEP: environment can be reproduced locally using Docker…

• … and can be updated quickly on request (adding and updating libraries, …)

• NIST: based on .ISO images (Ubuntu only)

• Algorithms are executed on the latest version of the ".ISO" only

Submission format:

• BOEP: Python script (with GPU support), NIST format, Win32 executable

• NIST: NIST format (Linux dinamycally linked library, C/C++ only)
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BOEP Python format

The BOEP Python script format is similar to the NIST C/C++ 
specification (same parameters, same return codes and values).

• Makes it easy to port existing algorithm to the new Python 
format

• initialize: load Deep Learning models, keypoint 
extractors, ...

• detect_morph_differentially: implements the DMAD 
algorithm

• Similar interface for SMAD

Template available in the Downloads section of the platform.
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Interface comparison
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Interface comparison
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